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Abstract	
  
E2Emon	
  is	
  a	
  PerfSONAR-­‐compatible	
  service	
  for	
  monitoring	
  the	
  link	
  status	
  of	
  
end-­‐to-­‐end	
  circuits	
  that	
  span	
  multiple	
  domains.	
  The	
  software	
  is	
  currently	
  in	
  use	
  
by	
  the	
  LHCOPN	
  [E2Emon-­‐LHCOPN].	
  E2Emon	
  suffers	
  from	
  multiple	
  limitations,	
  
most	
  of	
  which	
  are	
  related	
  to	
  the	
  way	
  topology	
  information	
  is	
  represented	
  and	
  
exchanged.	
  One	
  of	
  the	
  most	
  notable	
  limitations	
  is	
  that	
  it	
  is	
  unable	
  to	
  relate	
  
monitoring	
  information	
  from	
  multiple	
  layers.	
  In	
  order	
  to	
  overcome	
  this	
  and	
  
other	
  limitations,	
  a	
  proof-­‐of-­‐concept	
  is	
  under	
  construction,	
  which	
  overhauls	
  the	
  
topology	
  exchange,	
  and	
  separates	
  the	
  monitoring	
  service	
  and	
  topology	
  service	
  
from	
  each	
  other.	
  
	
  
The	
  Network	
  Markup	
  Language	
  working	
  group	
  (NML-­‐WG)	
  of	
  the	
  Open	
  Grid	
  
Forum	
  was	
  chartered	
  in	
  2007	
  to	
  make	
  a	
  standard	
  for	
  topology	
  exchange.	
  While	
  
the	
  NML-­‐WG	
  has	
  not	
  produced	
  a	
  ratified	
  schema,	
  it	
  has	
  progressed	
  to	
  a	
  state	
  
where	
  the	
  ideas	
  can	
  be	
  applied	
  to	
  working	
  code.	
  Our	
  proof-­‐of-­‐concept	
  for	
  cross-­‐
layer	
  E2E	
  monitoring	
  will	
  be	
  based	
  on	
  NML,	
  creating	
  an	
  early	
  implementation.	
  A	
  
standardised	
  topology	
  service	
  can	
  be	
  shared	
  amongst	
  different	
  applications,	
  
including	
  path	
  finding,	
  provisioning,	
  monitoring,	
  and	
  visualisation.	
  The	
  
advantage	
  of	
  this	
  approach	
  is	
  that	
  all	
  tools	
  will	
  have	
  a	
  coherent	
  view	
  of	
  the	
  
network,	
  making	
  integration	
  between	
  the	
  different	
  tools	
  easier.	
  

Architecture	
  
The	
  perfSONAR	
  suite	
  uses	
  a	
  data	
  description	
  and	
  set	
  protocols,	
  standardised	
  in	
  
respectively	
  the	
  Network	
  Measurement	
  (NM)	
  and	
  Network	
  Measurement	
  and	
  



Control	
  (NMC)	
  working	
  groups	
  in	
  the	
  Open	
  Grid	
  Forum.	
  In	
  the	
  E2Emon	
  
architecture,	
  each	
  domain	
  contains	
  E2E	
  Measurement	
  Points	
  that	
  collect	
  data	
  of	
  
the	
  monitored	
  links.	
  The	
  monitoring	
  information	
  of	
  different	
  domains	
  is	
  
gathered	
  by	
  a	
  E2E	
  Monitoring	
  System	
  that	
  stitches	
  together	
  the	
  segments	
  and	
  
provides	
  a	
  status	
  overview	
  for	
  the	
  end-­‐to-­‐end	
  link.	
  In	
  the	
  current	
  architecture,	
  
the	
  Measurement	
  Points	
  provide	
  both	
  status	
  information	
  of	
  each	
  port	
  (up,	
  down,	
  
alarm,	
  administrative	
  status,	
  etc.)	
  as	
  well	
  as	
  topology	
  information	
  for	
  each	
  port	
  
(the	
  name	
  of	
  the	
  E2E	
  link	
  it	
  is	
  part	
  of,	
  the	
  name	
  of	
  its	
  node,	
  and	
  the	
  name	
  of	
  the	
  
peering	
  node).	
  
	
  
This	
  architecture	
  has	
  the	
  following	
  limitations.	
  
	
  

1. It	
  is	
  not	
  easy	
  to	
  cope	
  with	
  missing	
  or	
  wrong	
  information	
  
2. Logic	
  is	
  ambiguous	
  in	
  the	
  unlikely	
  event	
  that	
  an	
  E2E	
  path	
  passes	
  the	
  same	
  

node	
  twice	
  
3. Topology	
  Service	
  is	
  integrated	
  and	
  can	
  not	
  be	
  shared	
  with	
  other	
  services	
  

(like	
  AutoBAHN)	
  
4. Unable	
  to	
  relate	
  monitoring	
  information	
  across	
  layers,	
  or	
  relate	
  two	
  links	
  

with	
  different	
  names	
  in	
  series	
  
5. Unable	
  to	
  relate	
  monitoring	
  information	
  of	
  two	
  links	
  with	
  different	
  names	
  

in	
  series	
  
6. Unable	
  to	
  relate	
  monitoring	
  information	
  of	
  two	
  parallel	
  links	
  (e.g.	
  for	
  a	
  

1+1	
  protected	
  path)	
  
7. Limited	
  to	
  point-­‐to-­‐point	
  connections	
  (no	
  VLAN	
  support)	
  
8. Topology	
  information	
  is	
  stored	
  in	
  a	
  static	
  configuration	
  file,	
  no	
  historic	
  

topology	
  information	
  is	
  kept	
  (although	
  historic	
  monitoring	
  information	
  is	
  
available).	
  

	
  
The	
  first	
  two	
  limitations	
  can	
  be	
  fixed	
  by	
  relating	
  a	
  port	
  to	
  its	
  peering	
  ports	
  
instead	
  of	
  to	
  its	
  peering	
  node,	
  as	
  it	
  the	
  case	
  now.	
  The	
  third	
  limitation	
  will	
  be	
  
solved	
  by	
  separating	
  the	
  monitoring	
  service	
  from	
  the	
  topology	
  services,	
  as	
  
shown	
  in	
  figure	
  1	
  and	
  figure	
  2.	
  
	
  

	
  
Figure	
  1.	
  Previous	
  E2Emon	
  architecture.	
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Figure	
  2.	
  New	
  E2Emon	
  architecture.	
  
	
  
It	
  is	
  expected	
  that	
  points	
  4	
  to	
  7	
  can	
  be	
  solved	
  by	
  using	
  the	
  port	
  and	
  link	
  relations	
  
as	
  defined	
  by	
  the	
  NML-­‐WG,	
  and	
  this	
  proof-­‐of-­‐concept	
  serves	
  as	
  a	
  test	
  case.	
  

Status	
  of	
  NML	
  standardisation	
  
The	
  NML	
  working	
  group	
  was	
  chartered	
  in	
  early	
  2007	
  to	
  define	
  a	
  network	
  
topology	
  description.	
  Since	
  that	
  that	
  time,	
  volunteers	
  with	
  backgrounds	
  in	
  UNIS	
  
(PerfSONAR),	
  cNIS,	
  NDL,	
  VXDL	
  and	
  other	
  backgrounds	
  [GFD.165]	
  have	
  worked	
  
on	
  coming	
  to	
  a	
  joint	
  vision.	
  
	
  
By	
  2009,	
  the	
  group	
  defined	
  a	
  common	
  terminology	
  that	
  was	
  acceptable	
  by	
  all	
  
[NML-­‐SCHEMA].	
  In	
  2010,	
  the	
  group	
  made	
  steady	
  progress	
  in	
  face-­‐to-­‐face	
  
meetings.	
  While	
  we	
  do	
  not	
  claim	
  that	
  the	
  schema	
  is	
  stable	
  yet,	
  the	
  OGF	
  in	
  October	
  
2010	
  marked	
  an	
  important	
  change.	
  For	
  the	
  first	
  time,	
  over	
  half	
  of	
  the	
  slides	
  
contained	
  examples,	
  rather	
  than	
  discussions	
  about	
  terminology.	
  
	
  
This	
  is	
  an	
  indication	
  that	
  NML	
  is	
  getting	
  ready	
  for	
  early	
  implementations.	
  This	
  
does	
  not	
  mean	
  that	
  the	
  group	
  is	
  finished.	
  The	
  schema	
  and	
  syntax	
  are	
  still	
  
preliminary	
  and	
  in	
  flux.	
  In	
  fact,	
  the	
  hardest	
  part	
  is	
  still	
  ahead	
  of	
  us.	
  The	
  group	
  
needs	
  to	
  make	
  sure	
  that	
  what	
  has	
  been	
  said	
  on	
  paper	
  is	
  translated	
  into	
  running	
  
code	
  with	
  actual	
  applications,	
  and	
  verify	
  that	
  the	
  terminology,	
  syntax	
  and	
  logic	
  is	
  
complete,	
  unambiguous	
  and	
  -­‐dare	
  we	
  say-­‐	
  actually	
  useful	
  in	
  practice.	
  For	
  that,	
  
input	
  from	
  coders	
  and	
  implementers	
  will	
  become	
  more	
  and	
  more	
  useful	
  for	
  the	
  
NML	
  working	
  group.	
  	
  
	
  
The	
  network	
  measurement	
  (NM)	
  and	
  network	
  service	
  interface	
  (NSI)	
  working	
  
groups,	
  which	
  respectively	
  standardise	
  monitoring	
  and	
  provisioning	
  protocols	
  
agreed	
  to	
  use	
  the	
  NML	
  model	
  as	
  the	
  underlying	
  topology	
  model.	
  The	
  proof-­‐of-­‐
concept	
  described	
  in	
  this	
  paper	
  is	
  one	
  of	
  the	
  first	
  adopters,	
  which	
  will	
  provide	
  
feedback	
  to	
  the	
  working	
  group.	
  The	
  topology	
  service	
  in	
  the	
  perfSONAR-­‐PS	
  
software	
  suite	
  is	
  another	
  early	
  implementation,	
  which	
  supports	
  a	
  combination	
  of	
  
topology	
  schemas	
  as	
  developed	
  in	
  the	
  DICE	
  collaboration,	
  and	
  the	
  NM	
  and	
  NML	
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working	
  groups	
  [PSPS-­‐TOPO].	
  It	
  should	
  be	
  observed	
  that	
  both	
  implementations	
  
cannot	
  be	
  truly	
  NML-­‐compatible	
  for	
  the	
  simple	
  reason	
  that	
  the	
  NML	
  schema	
  is	
  
still	
  in	
  flux.	
  

Early	
  Results	
  
Early	
  results	
  indicate	
  that	
  NML	
  is	
  able	
  to	
  relate	
  different	
  links	
  together	
  
(eliminating	
  limitations	
  4-­‐7	
  in	
  the	
  second	
  section.),	
  although	
  some	
  minor	
  
changes	
  are	
  required.	
  For	
  example,	
  it	
  was	
  possible	
  in	
  the	
  preliminary	
  NML	
  
syntax	
  to	
  describe	
  a	
  path	
  as	
  a	
  sequence	
  of	
  consecutive	
  link	
  segments,	
  but	
  it	
  was	
  
not	
  possible	
  to	
  say	
  that	
  a	
  single	
  segment	
  is	
  part	
  of	
  a	
  larger	
  path,	
  without	
  naming	
  
the	
  other	
  segment.	
  This	
  was	
  an	
  easy	
  fix,	
  and	
  is	
  exactly	
  the	
  kind	
  of	
  feedback	
  
required	
  by	
  the	
  NML	
  working	
  group.	
  
	
  
A	
  more	
  fundamental	
  result	
  that	
  hopefully	
  comes	
  out	
  of	
  the	
  proof-­‐of-­‐concept	
  is	
  
what	
  exactly	
  a	
  topology	
  service	
  should	
  encompass.	
  A	
  topology	
  service	
  may	
  
contain	
  the	
  following	
  types	
  of	
  information:	
  

• Topology:	
  information	
  on	
  links	
  between	
  nodes	
  or	
  between	
  domains	
  
• Configuration:	
  information	
  on	
  the	
  dynamic	
  state	
  within	
  a	
  node	
  or	
  

network	
  
• Capability:	
  information	
  on	
  available	
  data	
  transport	
  services	
  within	
  a	
  node	
  

or	
  network	
  
It	
  is	
  evident	
  that	
  the	
  topology	
  information	
  should	
  be	
  part	
  of	
  a	
  topology	
  service,	
  
as	
  it	
  is	
  used	
  by	
  most	
  applications	
  (path	
  finding,	
  visualisation	
  and	
  monitoring).	
  
This	
  is	
  less	
  evident	
  for	
  configuration	
  (which	
  is	
  used	
  by	
  provisioning	
  and	
  
monitoring)	
  or	
  capability	
  (which	
  is	
  only	
  used	
  for	
  path	
  finding).	
  
	
  
In	
  our	
  proof-­‐of-­‐concept,	
  we	
  have	
  decided	
  to	
  place	
  the	
  configuration	
  information	
  
in	
  the	
  topology	
  service,	
  but	
  it	
  may	
  well	
  be	
  decided	
  later	
  that	
  the	
  monitoring	
  
service	
  is	
  more	
  appropriate,	
  or	
  that	
  this	
  is	
  even	
  a	
  separate	
  service.	
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