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Why	
  OpenFlow?	
  

•  OpenFlow	
  is	
  a	
  form	
  of	
  SoIware	
  Defined	
  
Networking	
  (SDN)	
  

•  Enable	
  network	
  innova-on	
  (again)	
  
•  Reducing	
  opera-onal	
  costs	
  (OPEX)	
  
•  Alterna-ve	
  for	
  “protocol	
  soup”	
  
•  Applying	
  compu-ng	
  model	
  to	
  networking	
  



Enable	
  Network	
  Innova-on	
  

•  OpenFlow	
  was	
  developed	
  at	
  Stanford	
  
University	
  as	
  part	
  of	
  Clean	
  Slate	
  program	
  

•  University	
  network	
  needs	
  to	
  have	
  24x7	
  
availability	
  

•  Poten-al	
  disrup-ve	
  network	
  tests	
  impossible	
  
•  OpenFlow	
  enables	
  slicing	
  the	
  network	
  in	
  
produc-on	
  and	
  experimental	
  part	
  



OPEX	
  in	
  Networking	
  

•  Adding	
  routers	
  and	
  switches	
  to	
  your	
  network	
  
increases	
  the	
  opera-onal	
  cost	
  

•  Each	
  new	
  device	
  needs	
  to	
  be	
  configured	
  
manually	
  via	
  the	
  CLI	
  and	
  its	
  neighbours	
  need	
  
to	
  be	
  configured	
  too	
  

•  Firmware	
  updates	
  on	
  routers	
  and	
  switches	
  
with	
  slow	
  CPUs	
  takes	
  a	
  long	
  -me	
  

•  Changes	
  usually	
  involves	
  configura-on	
  ac-ons	
  
on	
  all	
  devices	
  



OPEX	
  in	
  Compu-ng	
  

•  Scales	
  much	
  be[er	
  
•  Adding	
  servers	
  to	
  a	
  computer	
  grid	
  or	
  cloud	
  
cluster	
  does	
  not	
  increase	
  the	
  opera-onal	
  cost	
  

•  Middleware	
  soIware	
  with	
  centralized	
  policy	
  
(OpenNebula,	
  OpenStack,	
  etc)	
  controls	
  the	
  
servers	
  

•  Configure	
  the	
  soIware	
  once	
  and	
  push	
  the	
  
bu[on	
  to	
  apply	
  the	
  changes	
  to	
  all	
  servers	
  



OPEX	
  with	
  OpenFlow	
  

•  Run	
  networks	
  similar	
  to	
  compu-ng	
  grids	
  and	
  
clouds	
  

•  Individual	
  CLI	
  configura-on	
  moved	
  to	
  
centralised	
  OpenFlow	
  controller	
  configura-on	
  

•  Applica-on	
  defines	
  policy,	
  translates	
  it	
  to	
  
forwarding	
  entries	
  which	
  are	
  sent	
  via	
  the	
  
OpenFlow	
  protocol	
  to	
  the	
  OpenFlow	
  switches	
  



“Protocol	
  Soup”	
  

•  Current	
  way	
  to	
  handle	
  new	
  func-onality	
  in	
  
networking	
  is	
  to	
  define	
  a	
  new	
  protocol	
  

•  Exponen-al	
  growth	
  in	
  network	
  protocol	
  
standards	
  

•  Standards	
  seem	
  to	
  become	
  larger	
  and	
  more	
  
complex	
  

•  Vendors	
  implement	
  all	
  standards,	
  which	
  
increases	
  costs	
  and	
  decreases	
  stability	
  

•  Do	
  you	
  need	
  all	
  those	
  standards?	
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IEEE	
  802.1Q	
  
•  Simple	
  VLAN	
  standard?	
  
•  Not	
  really,	
  original	
  version	
  amended	
  by	
  at	
  least	
  
14	
  addi-onal	
  standards	
  

•  802.1Q-­‐1998	
  had	
  211	
  pages	
  
•  802.1Q-­‐2011	
  has	
  1365	
  pages,	
  and	
  includes:	
  

–  802.1u,	
  802.1v,	
  802.1s	
  (mul-ple	
  spanning	
  trees),	
  
802.1ad	
  (provider	
  bridging),	
  802.1ak	
  (MRP,	
  MVRP,	
  
MMRP),	
  802.1ag	
  (CFM),	
  802.1ah	
  (PBB),	
  802.1ap	
  
(VLAN	
  bridges	
  MIB),	
  802.1Qaw,	
  802.1Qay	
  (PBB-­‐TE),	
  
802.1aj,	
  802.1Qav,	
  802.1Qau	
  (conges-on	
  
management),	
  802.1Qat	
  (SRP)	
  



Number	
  of	
  Supported	
  Protocols	
  in	
  a	
  
Modern	
  Ethernet	
  Switch	
  

(random	
  example,	
  but	
  they	
  are	
  all	
  the	
  same)	
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OpenFlow	
  Standardisa-on	
  

•  Open	
  Networking	
  Founda-on	
  (ONF)	
  
•  Non-­‐Profit	
  consor-um	
  
•  Founded	
  in	
  March	
  2011	
  by	
  Deutsche	
  Telecom,	
  
Facebook,	
  Google,	
  MicrosoI,	
  Verizon	
  and	
  
Yahoo!	
  

•  Mission:	
  promo-on	
  of	
  SoIware	
  Defined	
  
Networking	
  (SDN)	
  



OpenFlow	
  Protocol	
  Standards	
  

•  OpenFlow	
  1.0	
  (March	
  2010)	
  
– Most	
  widely	
  used	
  version	
  

•  OpenFlow	
  1.1	
  (February	
  2011)	
  
•  OpenFlow	
  1.2	
  (December	
  2011)	
  

–  IPv6	
  support,	
  extensible	
  matches	
  
•  OF-­‐Config	
  1.0	
  (January	
  2012)	
  
•  OpenFlow	
  1.3	
  (Approved	
  April	
  19,	
  2012)	
  

–  Flexible	
  table	
  miss,	
  per	
  flow	
  meters,	
  PBB	
  support	
  
•  Planned:	
  OF-­‐Test	
  1.0	
  (September	
  2012)	
  



OpenFlow	
  in	
  Data	
  Centres	
  

•  Cloud	
  middleware	
  (OpenNebula,	
  OpenStack,	
  
etc)	
  handles	
  compute	
  &	
  storage	
  resources	
  
(VMs,	
  disks)	
  

•  Now	
  also	
  including	
  network	
  resources	
  
(OpenStack	
  Quantum)	
  

•  SDN	
  and	
  OpenFlow	
  perfect	
  match	
  in	
  this	
  
ecosystem	
  



Fat	
  Tree	
  Data	
  Centre	
  Network	
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Insert	
  flow	
  entries	
  to	
  use	
  mul-ple	
  path	
  through	
  network	
  
Support	
  mul-ple	
  virtual	
  networks	
  (mul-ple	
  tenants)	
  
Adjust	
  flow	
  entries	
  when	
  VMs	
  migrate	
  (move	
  network	
  with	
  VMs)	
  



Google	
  Data	
  Network	
  
•  Google	
  has	
  two	
  networks:	
  

–  I-­‐Scale:	
  User	
  facing	
  services	
  (search,	
  YouTube,	
  Gmail,	
  
etc),	
  high	
  SLA	
  

– G-­‐Scale:	
  Data	
  centre	
  traffic	
  (intra	
  and	
  inter),	
  lower	
  
SLA,	
  perfect	
  for	
  OpenFlow	
  tes-ng	
  

•  Google	
  uses	
  custom	
  built	
  switches	
  with	
  merchant	
  
chip	
  sets	
  (128	
  ports	
  of	
  10GE)	
  
–  Custom	
  build	
  just	
  because	
  such	
  switches	
  were	
  not	
  
commercially	
  available	
  yet	
  

– Next	
  (commercial)	
  switch	
  will	
  probably	
  have	
  1000+	
  
ports	
  of	
  40GE	
  (2013)	
  



Google	
  Data	
  Network	
  

Slide	
  by	
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Google	
  Data	
  Network	
  
•  Goal:	
  

–  Improve	
  backbone	
  performance	
  
–  Reduce	
  complexity	
  and	
  cost	
  
–  Cost	
  per	
  bit/s	
  should	
  go	
  down	
  when	
  scaling	
  up	
  

•  Today	
  there	
  is	
  a	
  quadra-c	
  increase	
  (N	
  nodes	
  talking	
  to	
  each	
  
other)	
  

•  Configura-on	
  cost	
  of	
  adding	
  a	
  node	
  
•  Broadcast	
  traffic	
  required	
  more	
  expensive	
  hardware	
  

–  Control	
  Plane	
  on	
  commodity	
  hardware	
  
–  Faster	
  and	
  be[er	
  TE	
  decisions	
  

•  TE	
  decisions	
  with	
  global	
  knowledge	
  about	
  network	
  instead	
  
of	
  local	
  knowledge	
  



Google	
  Data	
  Network	
  

•  Issues	
  with	
  current	
  equipment	
  
–  Internet	
  protocols	
  are	
  box	
  centric,	
  not	
  fabric	
  
centric	
  

– Monitoring	
  added	
  as	
  an	
  aIerthought	
  



Google	
  Data	
  Network	
  

•  Mul-ple	
  controllers	
  
– 3,	
  5,	
  7	
  with	
  Paxos	
  majority	
  vo-ng	
  (my	
  assump-on)	
  

•  The	
  whole	
  network	
  can	
  be	
  emulated	
  in	
  a	
  
simulator	
  
– New	
  soIware	
  revisions	
  can	
  be	
  tested	
  in	
  the	
  
simulator	
  

– Network	
  events	
  (e.g.	
  link	
  down)	
  are	
  sent	
  to	
  
produc-on	
  servers	
  +	
  testbed	
  

– Tes-ng	
  in	
  simulator	
  but	
  with	
  real	
  network	
  events	
  



Google	
  Data	
  Network	
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Google	
  Data	
  Network	
  

•  Experience/benefits:	
  
– SoIware	
  development	
  for	
  a	
  high	
  performance	
  
server	
  with	
  modern	
  soIware	
  tools	
  (debuggers,	
  
etc)	
  much	
  easier	
  and	
  faster	
  and	
  produces	
  higher	
  
quality	
  soIware	
  than	
  development	
  for	
  an	
  
embedded	
  system	
  (router/switch)	
  with	
  slow	
  CPU	
  
and	
  li[le	
  memory	
  

– Centralised	
  Traffic	
  Engineering	
  much	
  faster	
  on	
  a	
  
32	
  core	
  server	
  (25-­‐50	
  -mes	
  as	
  fast)	
  



Conclusions	
  

•  OpenFlow	
  has	
  got	
  a	
  lot	
  of	
  a[en-on	
  in	
  
2011/2012	
  

•  Possible	
  disrup-ve	
  (network)	
  technology	
  (-me	
  
will	
  tell)	
  

•  Very	
  likely	
  it	
  will	
  be	
  used	
  within	
  data	
  centres	
  
combined	
  with	
  cloud	
  middleware	
  

•  Could	
  be	
  the	
  start	
  of	
  an	
  open	
  hardware/open	
  
soIware	
  network	
  ecosystem	
  



Compu-ng	
  vs	
  Networking	
  

Closed	
  Systems	
  

Closed	
  hardware	
  
Worksta-ons	
  +	
  UNIX	
  
UNIX	
  System	
  Call	
  API	
  
Start	
  of	
  Open	
  Source	
  SoIware	
  
Portable	
  applica-ons	
  

Open	
  Hardware	
  
Hypervisor	
  API	
  
Portable	
  VMs	
  

1970	
   1980	
   1990	
   2000	
   2010	
  

Closed	
  Systems	
  

Closed	
  hardware	
  
OpenFlow	
  API	
  
Open	
  Source	
  Applica-ons	
  
Portable	
  applica-ons	
  

cl
os
ed

	
  
op

en
	
  



Networking	
  in	
  2012	
  is	
  like	
  
programming	
  in	
  assembler	
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What	
  is	
  needed?	
  

•  Design	
  the	
  C	
  Programming	
  Language	
  of	
  
networking	
  

•  Design	
  the	
  Unix	
  Opera5ng	
  System	
  of	
  
networking	
  

•  Academic	
  world	
  should	
  lead	
  this	
  again	
  
– Open	
  SoIware	
  
– Open	
  Hardware	
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